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Abstract—The TLS handshake state machine manages the
handshake messages exchanged in a session based on the param-
eters negotiated between the client and the server. Although the
TLS 1.3 standard has undergone multiple rounds of analysis and
revisions before official release to ensure its security, the process
from natural language descriptions to implementations still relies
on human expertise and is error-prone. In this paper, we
propose a systematic method to conduct equivalence verification
between the implementation of the TLS state machine and the
standard. We also conduct formal verification of OpenSSL, the
extensively utilized open-source TLS implementation for secure
communications. Using Cryptol, we model the handshake state
machine both from the standards and OpenSSL’s implementation
to perform its formal verification. Our automatic tool E-Verify
performs equivalence verification by comparing the state transi-
tion sequences produced by the RFC model and OpenSSL model
with all combinations of negotiation parameters. Guided by the
verification results, we identify 640 mismatches out of a total
of 1,536 scenarios and pinpoint the corresponding negotiation
parameter combinations.

Index Terms—Transport Layer Security, handshake state ma-
chine, SAW, Cryptol, formal methods

I. INTRODUCTION

Network protocol implementations must conform to their
standards to ensure interoperability between different sys-
tems and to avoid security vulnerabilities. This requirement
is particularly vital for the Transport Layer Security (TLS)
protocol [24], [25], [26], [43], which is widely used to provide
secure communications on multiple platforms. The handshake
protocol in TLS plays an important role in authentication,
parameter negotiation, and shared keying material derivation.
As a stateful security protocol, the TLS handshake protocol
relies on a state machine to keep track of the protocol process
and ultimately establish a secure channel with the parameters
negotiated between the client and the server. The negotiation
parameters of TLS handshake include the mandatory options,
such as supported version, key exchange modes and symmetric
encryption ciphersuites; and optional features, such as the
client authentication modes, and whether to send key and
initialization vector update notification. The combinations of
the parameters control the sequence of messages exchanged

tHui Li is the corresponding author.

in the handshake protocol and make the TLS handshake state
machine more flexible but also more complex.

The OpenSSL stands out from various TLS implementations
with its full-featured toolkit and standardized community man-
agements and updates, which has been widely used in general-
purpose cryptography and secure communications. Other TLS
implementations such as Amazon’s s2n [1], Mono used in
Microsoft’s .NET Framework [40], and wolfSSL (formally
CyaSSL) used in MySQL [42] customize only part of the
optional features in TLS standards according to the target
scenarios, and their state machines are simpler.

Although the latest version, TLS 1.3, has learned lessons
from the “attack-patch” revolution in the past years, and
adopted rounds of analysis and revisions before official re-
lease [27], [34], [36], [21], [8], [7], [20], the subtle process
from the natural language standards to the implementation in
programming language remains dependent on the developer
experience and thus error-prone. Deviations TLS handshake
state machine implementations have caused serious attacks like
Triple Handshakes [11], SKIP and FREAK [6], etc. However,
the above attacks were discovered through manual inspection
and fuzzing, which only cover part of the optional features and
running traces in the TLS handshake state machines. Although
effective, they are far from complete verification. Considering
the popularity of OpenSSL, it is crucial to formally verify that
its implementation of the TLS 1.3 handshake state machine
aligns with the standard specifications.

Presently, there have been several attempts to formally
verify the equivalence of TLS implementations with the stan-
dards, but most of the works only focused on verifying the
implementation a single cipher suite in OpenSSL, such as
SHA-3 [30], HMAC with SHA-256 [5] and pseudo random
number generator [44]. Chudnov et al. [18] formalized the
TLS 1.2 and 1.3 handshake state machine in Amazon’s s2n
implementations, providing equivalence proof with the stan-
dards. However, their formalization covered only a subset
of the options TLS 1.3 handshake, and their oversimplified
modeling reduced the accuracy of the verification results.
Moreover, their coarse-grained verification checked only the
message sequences generated by the state machines, rather
than the running process of the handshake state machine, i.e.,
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the state transition traces obtained by step-by-step execution
of the state machine. The inaccurate modeling and coarse-
grained verification above may allow potential vulnerabilities
in the implementations of TLS handshake state machines to
slip through the net.

Systematic formal verification of the equivalence between
OpenSSL implementation of TLS 1.3 handshake state machine
and the definitions in standards is challenging: (i) the descrip-
tion of TLS 1.3 handshake state machine is scattered in more
than 160 pages of standards. Modeling the transitions within a
single state requires taking into account multiple descriptions
in the context; (ii) the implementation of OpenSSL TLS 1.3
handshake state machine takes nearly 20,000 lines of codes,
which contains the transition between more than 50 read
and write states. And each state transition function involves
judgment on the values of more than 20 parameters; and (iii)
the multiple options in TLS 1.3 handshake further increase the
complexity of the handshake state machine. To improve the
accuracy of verification results, both mandatory and optional
steps should be included in the verification.

In this paper, we formally model the TLS 1.3 handshake
state machine, covering all features defined in the standards.
We also develop a set of tools that can automatically identify
the mismatched state transitions in the OpenSSL implementa-
tions. The contributions of this paper are as follows:

(1) We present the formalization of the TLS 1.3 handshake
state machine from the RFC standards with Cryptol [35]. Our
RFC model covers all handshake modes and features defined
in the standards;

(2) We present a Cryptol formal model of the TLS 1.3
handshake state machine of OpenSSL, which strikes a balance
between simplifying nested function calls and preserving the
complete state transition process;

(3) We verify the correctness of our OpenSSL model with
SAW [16]. The proofs show that the OpenSSL model and the
C implementation can produce the same state transitions for
each negotiation parameter combination;

(4) We develop an automated tool E-Verify to perform
equivalence verification between the RFC and the OpenSSL
models, covering all negotiation parameter combinations;

(5) We discovered 640 mismatched state transition se-
quences out of 1,536 cases between the OpenSSL TLS 1.3
state machine implementations and the standard definitions;

(6) We propose concrete recommendations to fix the issues
found in TLS 1.3 standards and OpenSSL implementations.

II. BACKGROUND

In this section, we introduce the modeling language Cryptol
and provide background knowledge of the verification tool
SAW. We also discuss the major differences between the TLS
1.3 and the previous TLS 1.2 handshakes.

A. Cryptol

Although the well-known formal verification tools such as
Tamarin [39], [4], ProVerif [12], [13], and NuXmv [17], [19]
can automatically verify whether the protocol formalizations
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comply with expected security properties, they do not sup-
port the equivalence verification between two formal models.
Therefore we resort to Cryptol, a programming language
developed by Galois for the domain of cryptography [35],
to formalize the TLS 1.3 handshake state machine in the
OpenSSL C implementations and the standards. Cryptol has
been successfully used to model the TLS handshake state
machine in Amazon’s s2n [18], the NIST SHA-3 compression
function [30], and AES based CTR_DRBG [44].

The bit-precise type system of Cryptol supports a rich set of
data types, including custom types with specified bit lengths,
which is essential for accurately modeling TLS 1.3 elements
such as message types and state identifiers. Users can also
define structures composed of multiple types of data, such as
the SSL struct in OpenSSL. The built-in type inference of
Cryptol saves the developers from having to strictly specify
monomorphic types for all expressions. Its size-polymorphic
type system is well-suited for modeling the TLS 1.3 hand-
shake, where the number of branches in each state is not fixed,
and the total length of the state transition sequence is not the
same for different combinations of negotiation parameters.

With the features above, Cryptol enables precise modeling
of the logical relationships between states and tracks changes
in negotiation parameters. Analysts can verify the correctness
of the executable Cryptol model by observing the outputs with
specific test vectors, or compare the outputs from different
models to validate the functional equivalence.

B. Software Analysis Workbench

Software Analysis Workbench (SAW) is a toolkit for ex-
tracting formal representations from C and Java implementa-
tions, and verifying whether the representations meet function-
level formal specifications. SAW has been successfully applied
in verifying SHA-256 HMAC [5] and SHA-3 [30] imple-
mentations in OpenSSL, and the hash and equal function
implementations in Java [41].

The jss and lIss interfaces provided by SAW can extract
formal representations called SAWCore from Java Virtual Ma-
chine (JVM) bytecode and a linked LLVM bitcode compiled
with the LLVM clang compiler. Users can use the scripting
language SAWScript to import the Cryptol formal model built
from the implementations, which will be compiled directly
into SAWCore, and specify the equivalence verification task
between the implementation and the implementation model.
SAW is closely integrated with Cryptol for equivalence ver-
ification, which is efficient for simple implementations but
presents significant challenges for complex ones like OpenSSL
TLS 1.3 handshake, resulting in lengthy verification processes.
Considering large-scale code size and complex nested function
calls in the OpenSSL TLS 1.3 handshake implementations, we
build the Cryptol formal model for OpenSSL implementations
as an intermediate representation and use SAW to verify the
functional correctness of our formal modeling.

The verification tasks in SAWScript are defined as Hoare
triples (Precondition, Commands, Postcondition). Precondition
initializes the values and pointers in C implementations and
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Cryptol models. And the Commands execute the implementa-
tions and Cryptol models respectively. Postcondition stores the
final results, which generally includes the return value of the
function and the changes of specified parameters. Various ex-
ternal theorem provers, including Z3 [22], Yices [28], abc [14],
boolector [15], cvcd [3] and cvc5 [2], can verify properties
between the Cryptol models and the function implementations.

C. Updates in TLS 1.3 Handshake

Compared with TLS 1.2 and previous versions, the TLS 1.3
standards have made the following updates in the handshake
protocol, making the handshake message and state machine
structure significantly different from before: (i) RSA and static
Diffie-Hellman key exchange cipher suites was removed; (ii)
the round-trip time for basic full handshake was reduced from
2-RTT to 1-RTT, and added a O-RTT handshake mode; (iii)
renegotiation was forbidden, and any change in handshake
parameters requires a new Basic full handshake; and (iv)
session resumption was replaced by a new PSK handshake
mode. The differences above make the TLS 1.3 handshake
significantly different from previous versions.

III. THE TLS 1.3 HANDSHAKE STATE MACHINE

In this section, we first discuss the negotiation parameters
of the TLS 1.3 handshake state machine, followed by the
discussions on the handshake message exchanged between the
client and the server. In addition, we present the complete TLS
1.3 client and server state machine.

A. Neogotiation Parameters

The choice of TLS handshake state transition traces depends
on the features negotiated between the client and server,
which are recorded as the negotiation parameter value in the
handshake state machine. We summarize all the 10 negotiation
parameters that affect the operation of the state machine.
The value of a certain parameter being set to On indicates
this mechanism is enabled, otherwise it is disabled in this
handshake. The impact of these negotiation parameters on the
state transition is shown in Table 1.

B. Handshake Messages

Figure 1 depicts the message flights of the TLS 1.3
handshake with all negotiated parameters enabled. When
middlebox_compatibility_mode is enabled, both the client
and server send ChangeCipherSpec after ClientHello
and ServerHello. If the client provides unacceptable
DHE or ECDHE groups in the previous ClientHello,
hello_retry_request will be enabled. The server expects a
new ClientHello with matched groups and sends a
ServerHello message again. With psk_mode enabled, the
PSK-based authentication skips the exchange of certificates
and signatures, directly hashing the handshake context in
Finished. Enabling key_update requires both parties to
actively send KeyUpdate message to remind each other to
update the sending cryptographic keys. If the server chooses
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to enable new_session_ticket, it sends NewSessionTicket
messages to the client. The number of this type of mes-
sages is not specified in the specifications and is configured
as needed in the implementations. As for post-handshake
authentication, the server sends CertificateRequest
message after the main handshake, and the client responds
with a Certificate message. If the client chooses to
send an empty certificate, that is, empty_cert is enabled, the
CertificateVerify message, which contains the signa-
ture of the corresponding private key, will not be sent.

Client

ChangeCipherSpec

ServerHello

} middlebox_compatibility mode = On

ChangeCipherSpec

ClientHello

ServerHello

> i—hello_retry_request =0On

 psk_mode = On
+—early_data A ext.early data=On

+key_update = On

NewSessionTicket
: i—fnew_session_ticket = On
NewSessionTicket :

KeyUpdate

. CertificateRequest i post_handshake_auth = On
Certificate _| i——cert_request = On
Finished “|i empty_cert=0n
T —

Fig. 1: TLS 1.3 handshake message sequence between the
client and the server with all negotiation parameters enabled.

C. State Machine

The TLS 1.3 state machines of the client and server are
shown in Figures 2a and 2b, respectively. Each state machine
is a directed graph D. The set of nodes N in the graph are
the handshake states of client and server. The set of edges
& between the nodes are valid state transitions in TLS 1.3
handshake, with the source being the starting state and the
end being the successor state. The type of handshake message
corresponding to a specific state transition is recorded as
an attribute on this edge. The messages from the client are
indicated in purple text, and those from the server are indicated
in green text. For nodes with multiple outgoing edges, the
specific edge selected at the execution is determined by the
value of the negotiation parameter in the current state.

The execution of the TLS 1.3 state machine is given a spe-
cific value combination of the handshake negotiation param-
eters, starting from the initial handshake state ST_BEFORE,
iteratively selecting valid edges from all the outgoing edges
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TABLE I: TLS 1.3 Negotiation Parameters.

Full name Description

For clients, if it receives HelloRetryRequest first, this field is On. Otherwise, this field is Off.
For servers, it indicates whether to send a HelloRetryRequest to enable client retransmission of the
ClientHello. If HelloRetryRequest is required, it is On. Otherwise, it is Off.

hello_retry_request

middlebox_compatibility_mode Indicates whether the client and server need to send a ChangeCipherSpec for compatibility (although it is no
longer a handshake message in TLS 1.3).

psk_mode Indicates whether the client and server choose the PSK-based handshake mode, where the client and server do not
have to exchange Certificate and CertificateVerify.
early_data If the client and server choose to enable the transmission of 0-RTT early data, it is On. Otherwise it is Off.

On the client side, this field is On if the server accepts 0-RTT early data and requires an EndOFEarlyData;
otherwise, it is Off, and no EndOFEarlyData should be sent.

On the server side, it indicates whether O-RTT early data is accepted, determining if EndOFEarlyData from the
client is expected.

ext.early_data

On the client side, this field is On if the CertificateRequest is received, triggering the sending of
Certificate; otherwise, it is Off, indicating no client authentication is required.

On the server side, this field is On if client authentication is required, prompting the sending of
CertificateRequest; otherwise, it is Off, indicating no client certificate is required.

cert_request

On the client side, this field is On if an empty Certificate is sent, omitting CertificateVerify; otherwise,
it is Off, and the client sends its certificate and CertificateVerify.

For the server, this field indicates whether an empty Certificate was received, determining if
CertificateVerify is expected.

empty_cert

key_update Indicates whether the client and server should send KeyUpdate to each other. If so, it is On; otherwise, it is Off.

For the client, if it agrees to use the post-handshake client authentication mode, it is allowed to receive the
CertificateRequest and send the certificate after the main handshake process.

For the server, it indicates whether it accepts the choice of post-handshake client authentication mode. If so, it will
send the CertificateRequest after the main handshake process ends.

post_handshake_auth

new_session_ticket For the server, it indicates whether to send NewSessionTicket to the client, which contains a token derived from
the key material of this session. The token will be used in the derivation of PSK for subsequent sessions.

ClientHello CertificateRequest
N
ServerHello Encrypted Extensions CertificateRequest ACer‘tificate CertificateVerify
>(2) >(5) Oa 7 8
Y ] i
Certificate Finished
1 ‘@ Ser‘verHello) Flnlshed: 9
ChangeCipherSpec N A
v fl\
16 ) (15)« 14

EndofEarlyData

13)
Finished CertificateVerify & j Certificate

KeyUpdate m KeyUpdate
-
/\NeWSessionTicket
@- ’
15: ST_OK
0:ST_BEFORE 3:ST_EARLY_DATA 6:ST_CR_CERT_REQ  9: ST_CR_FINISHED 12:ST_CW_CERT 16: ST CW KEY UPDATE
1:ST_CW_CLNT_HELLO 4:ST_CR_SRVR_HELLO 7:ST_CR_CERT 10:ST_PENDING_EARLY_DATA_END 13:ST_CW_CERT VRFY 17: ST CR_KEY_UPDATE
2:ST_CW_CHANGE 5:ST_CR_ENCRYPTED_EXTENSIONS ~8:ST_CR_CERT_VRFY 11:ST_CW_END_OF_EARLY_DATA  14:ST CW_FINISHED  18: ST_CR_SESSION_TICKET
(a) The client state machine.
ServerHello ChangeCipherSpec Encrypted Extensions N
f CertificateVerify
ClientHello
@ »(1) 2 1 :L 3) VM; (6) (1) 8
ClientHello l CertificateRequest‘W Certificate
C J
EndofEarlyData 10
Finished | Certificate
Certificate
Finished ‘ Finished
m Certificateverify 1 Certificate 9
Finished U SJ )

J J
9:ST_BEFORE 3:ST_SW_CHANGE 6:ST_SW_CERT_REQ  9: ST_SW_FINISHED 12:ST_SR_CERT_VRFY 15:ST_OK
1:ST_SR_CLNT_HELLO 4:ST_SW_ENCRYPTED_EXTENSIONS 7:ST_SW_CERT 10:ST_SR_END_OF_EARLY_DATA 13:ST_SR_FINISHED 16:ST_SW_KEY_UPDATE
2:ST_SW_SRVR_HELLO 5:ST_EARLY_DATA 8:ST_SW_CERT_VRFY 11:ST_SR_CERT 14:ST_SW_SESSION_TICKET 17:ST_SR_KEY_UPDATE

(b) The server state machine.

Fig. 2: TLS 1.3 state machines.
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of the current state and finally reaching the ST_OK state. The
above execution process completes the sending and receiving
of handshake messages as expected on client and server
side. And the sequence with all edges that have been gone
through on the trace in order is the state transition sequence
corresponding to this combination of handshake negotiation
parameters. The bold edges in the figure are the state tran-
sition traces that the client and server experience when the
negotiation parameters are all turned on.

IV. VERIFICATION METHODOLOGY

In this section, we first illustrate the methodology for veri-
fying the equivalence between the state machine described by
the standard and the state machine implemented by OpenSSL.
Then, we present our modeling of the RFC state machine
and the OpenSSL implementations, respectively. Finally, we
introduce our automatic equivalence verification tool E-Verify.

A. Overview

Our verification strategy for the equivalence between
OpenSSL implementation of TLS 1.3 handshake state machine
and the descriptions in standards is shown in Figure 3. To
bridge the gap between the natural language standards and
the C code implementations, we formalize them into Cryptol
models respectively. We extract the negotiation parameters
controlling the execution of the state machine from the RFC
standards and OpenSSL implementations to cover all the
realistic scenarios. The equivalence between the RFC model
and the standard is manually inspected. And SAW is used to
automatically verify that the OpenSSL model and implemen-
tations generate the same state transitions. Our tool E-Verify
conducts the equivalence verification between the RFC model
and the OpenSSL model by comparing their state transition
sequences generated with each set of negotiation parameter
instantiations in an automated way.

B. Modeling of the Standards

The client and server TLS 1.3 state machines shown in
Figures 2a and 2b can be modeled as directed graphs Do
and Dg shown in Figure 4. The internal structure of each
node n in the graph of client and server TLS 1.3 state
machines, i.e., a single handshake state, is shown in Figure 5.
Each node is instantiated by the triple (cur_id, cur_params,
actions), where cur_id identifies the current state, cur_params
keeps the the current negotiation parameter values, and actions
preserves the relationships between the current state and all
potential successor states. Each action consists of two terms:
a condition, which is a boolean expression about cur_params,
indicating the conditions that need to be met for transitioning
to each successor state; a state transition tuple (cur_id, mes-
sage, next_id, new_params), which records the source state,
the type of message received or sent in this transition, the
identifier of the successor state, and the changes of negotiation
parameters. The structure of a single state is shown in Figure 5.

With the definitions above, the initial state of the TLS
handshake is instantiated by a given combination of negoti-
ation parameter value, and the execution of the state machine
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can be modeled as a process of iteratively searching for and
constructing successor states starting from the initial state. The
search for the successor state is: calculating the condition in
each action of the current state with the negotiation parameter
cur_params of the current state, until the first action with a
true condition is found. The successor state is then constructed
with the next_id and new_params of this state transition tuple.

Unlike previous modeling of TLS handshake state machine,
we add cur_params to keep the values of negotiation pa-
rameters in the current state, and involve the new_params
to each action to save the changes of negotiation parameter
values for each state transition. While enabling features such
as post_handshake_auth and new_session_ticket
in TLS 1.3, the traces will return to the state that has been
experienced before (state backtracking) and resend the same
type of message once or more times (state loop). With the
negotiation parameter values in the state and the changes of
parameter in each state transition, backtracking and loops can
be accurately controlled in our modeling, making our modeling
methodology can be used not only for the modeling of the TLS
1.3 handshake protocol, but also for the modeling of other
complex protocol state machines.

C. Modeling of the OpenSSL Implementations

The OpenSSL implementations of client and server
handshake state machines each maintain an SSL struct,
which records the current state, the negotiation pa-
rameters of this handshake and the current read and
write state msg_flow_state of the state machine.
The handshake controller state_machine function de-
termines the next state transition based on the value of
msg_flow_state and calls the corresponding function. The
function read_transition performs a read state transition
operation and function write_transition performs a
write state transition operation.

Both the read and write state transition functions are
structured as a large switch-case statement. Each case
corresponds to a single state, and the if-else statements within
the case specify the allowed transitions and corresponding
conditions. Once an if condition inside the case is hit, the
function returns value_1 and changes the hand_state
in the SSL structure to the next handshake state, indicating
a successful state transition. Otherwise, the function returns
value_0 indicating that no valid state transition is found,
and the error handling process will be triggered later. For
cases with overlapping state transitions and the same condi-
tions, the fall-through feature of the C code can avoid
repeated code blocks. The previous case without a break
will automatically execute the operations within the following
case. Since there are no built-in features switch-case
and fall-through in Cryotol, these statements should be
converted into 1 f-then-else statements in Cryptol model,
and the conditional blocks reused in the fall-through
mechanism need to be restored to the corresponding case.

SAW verifies the equivalence between our formal model of
the state transition functions and the C code implementations.
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1. Modeling of the standards
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Fig. 3: Equivalence verification for the standards and the OpenSSL implementations of TLS 1.3 state machine.
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Fig. 5: The structure of a single state.

As shown in Figure 6, we import the LLVM bitcode of
the state machine implementations generate by the Clang
compiler and our OpenSSL model into SAW, converting both
into SAWCore intermediate representation. SAW also accepts
a SAWScript with verification tasks in the form of hoare
triples. The number of tasks is determined by the number of
enumeration parameter combinations involved in the function.

SAW Verifier
OpenSSL OpenSSL SAWCore
C code model from Cryptol
Z3/abc/Yices
- prover
Clang LLVM Symbolic SAWCore
bitcode from C
%
SAWScript
- Verification
Hoare Triple Results
Precondition I Command | Postcondition

Fig. 6: SAW verification.
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The setup_ssl_statem function instantiates the Pre-
condition, including the definition of all parameters required
for the C code and the OpenSSL model in Cryptol.

let setup_ssl_statem OHS SPS chosen_pha_null = do{
s <= llvm_alloc (llvm_struct "struct.ssl_st");
let hand_state = 1llvm_term {{ OHS }};
1lvm_points_to(llvm_field(llvm_field s
ate") (hand_state);

s_hit <- 1llvm_fresh_var "hit"

"statem")"
hand_ st

(llvm_int 32);

1lvm_precond{{ s_hit == (0 [32]) \/ s_hit == (1
[32]) 1} 1}
1lvm_points_to(llvm_field s "hit") (1llvm_term s_hit);

return (s, {{ ssl_struct_for_cryptol_model }});

bi

The Commands calls the C code SAWCore with
1llvm_execute_func instruction, and the Cryptol SAW-
Core is called in the let statement, specifying the function
name ossl_statem clientl3 read_transition in

the OpenSSL Cryptol model.

1lvm_execute_func [s,llvm_term mt];
let conn’ = {{ossl_statem_clientl3_read_transition conn mt
}hi

The Postcondition captures the results of the above two
commands. We not only capture the return value of the
function to verify the execution status of the function (whether
a valid state transition is hit); but also the changes of the
parameter hand_state of this function to check whether
the same state transition is generated.
1lvm_points_to (llvm_field(llvm_field s "statem")"

hand_state") (llvm_term{{conn’.l.statem.hand_state}});
1lvm_return (llvm_term {{conn’.0}});

The verify command invokes an external prover to verify
the equivalence between the SAWCore from OpenSSL model
and C code. If the prover determines that the OpenSSL model
and the OpenSSL C code produce equivalent results ‘“Proof
succeeded!” will be printed. Otherwise, the Precondition of
the counterexample will be given. We traverse all enumera-
tion types involved in function execution and call the verify
command for each combination of the variables.
for mt (\mt ->

for ossl_handshake_state

for ssl_pha_state (\s
clientread_spec mt

(\ohs

D. Equivalence Verification between the Formal Models

Figure 7 shows our approach of equivalence verification
between the RFC model and OpenSSL model. We instantiate
both models with each combination of the negotiation param-
eter, and record the state transition sequences generated by the
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Fig. 7: Equivalence verification of RFC and OpenSSL models.

models respectively. The equivalence verification between the
two models is converted into the comparison of state transition
sequences. With the same negotiation parameter combination,
matching state transition sequences means that the two models
can produce the same execution results, while mismatches
are counterexamples. These mismatches are further analyzed
based on their locations to assess whether they could lead to
potential security vulnerabilities.

The full set of negotiation parameters combinations and
state transition sequences are denoted as P and 7. The hand-
shake state machine formal model is abstracted as a mapping
relationship R from P to 7, with R; for the RFC model and
Ro for the OpenSSL mode. The equivalence of RFC model
and OpenSSL model can be converted into the equivalence
proof of mapping relationships R; and R,. That is: for each
element p in P, R1(p) € T, R2(p) € T and R1(p) = Ra2(p).
For all combinations of negotiation parameters, if the formal
models produce the same state transition sequences, indicating
that the OpenSSL machine conforms to the standards. Other-
wise, the values of negotiation parameters and the mismatched
state transition sequences reveal the deviations in OpenSSL
handshake state machine implementation.

Our tool E-Verify automatically generates all negotiation
parameter combinations, instantiates the RFC and OpenSSL
model templates with these combinations, and compares the
state transition sequences between the formal models for each
combination. E-Verify reads a configuration file defining the
negotiation parameters and values, and the Cryptol model tem-
plates of the RFC standards and OpenSSL implementations.
Decoupling parameter configurations from formal models fa-
cilitates the adding or removing and modifying the configura-
tion items and the state machine operations subsequently.

(1) Parameter Combination Generator: There are 10 ne-
gotiation parameters in the TLS 1.3 handshake state ma-
chine, each with two options On and Off. As for the O-
RTT Early Data, early_data_state indicates whether the
client and server negotiate to enable the transmission of O-
RTT Early Data, while ext .early_data indicates whether
the server accepts the O-RTT early data from the client. We
exclude invalid cases of early_data_state Off and
ext.early_data On that is, the Early Data mechanism
is not enabled but the server receives and accepts the data.
Therefore, there are 2 x 2'0 = 768 valid combinations of
negotiation parameters in P and each combination corresponds
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to a scenario to be evaluated. Considering that the formal
models of client and server state machines should be verified
separately, the total evaluated scenarios are 768 x 2 = 1, 536.

(2) Cryptol Model Instance Constructor and Executor: Each
valid negotiation parameter combination will be converted
into the variable assignment Cryptol code, and inserted into
the templates of the formal models of the client and server
state machine respectively to complete the instantiation of the
Cryptol model. With the operations the above, all elements
of the set P are provided as inputs for the RFC client and
server formal models Rrrc—_c and Rrrc—g, as well as the
OpenSSL formal models Rossr—c and Rossr—s. These
Cryptol models produce four groups, each with 768 results.

(3) Result Processing and Comparison: We convert the
results of client formal models Rrrc—_¢c and Rossr—c, and
server formal models Rgrrc_s and Rossr—s with each com-
bination of negotiation parameters into a list of state transition
tuples, and compare the elements in the list orderly. If there are
mismatches in the sequence, the negotiation parameter values
and the first mismatched state identifier are recorded.

V. RESULTS

In this section, we present the formal verification results of
the OpenSSL TLS 1.3 handshake state machine implementa-
tions. Our verification is performed on a dell-Precision-7920-
Tower with 80 Intel(R) Xeno(R) CPUs and 512G RAM Using
the SAW tool with the w4_unint_z3 prover, the verification of
the OpenSSL model is completed in 28 hours, while equiv-
alence verification between the RFC and OpenSSL models
takes less than 2 minutes.

A. SAW Results

We develop Cryptol formal models for read and write state
machines functions of OpenSSL TLS 1.3 client and server, and
verify the correctness of our modeling with SAW. Our proof
shows that with the same Precondition, the formal models
and C implementations of the four functions yield matching
execution status (return value) and state transition (the state
identifier) in Postcondition. Table II summarizes the cost of
the verification in running time and LOCs for these functions.

The number of enumeration parameter combinations in the
Precondition of each function determines the number of verifi-
cation tasks in SAW. Our results indicate that more verification
tasks lead to longer proof time. The read state function, which
additionally evaluates handshake message types, requires more
verification operations than the write state function. As for the
server read state function, combinations of enumeration vari-
ables early_data_state and post_handshake_auth
further increase verification operations, making the verification
time tens of times more intensive than others.

B. Equivalence Verification Results

We formalize the client and server TLS 1.3 state machines
as Rrrc-c» Rrrc-s, Rossi—c, and Rossr—s. Each
model is instantiated with 768 valid negotiation parameters
value combinations, expressed as logical formulas about the
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TABLE II: Proof runtimes and code sizes of OpenSSL state machine functions.

Function Total Time Single Time  Total Ttasks C LoC  Cryptol LoC  SAW LoC
clientl13_read 55min 24s 0.698s 4750 1011 92 72
clientl3_write 37min 17s 0.686s 3250 953 89 72
serverl3_read 26h 10min 7s 1.526s 61750 947 118 79
serverl3_write 37min 17s 0.686s 3250 1008 131 94

ten negotiation parameters. The equivalence verification be-
tween the RFC model and the OpenSSL model on the client
side is performed by comparing the state transition sequences
generated by Rrro—c and Rossr—c with each value ne-
gotiation parameters combination. Similarly, The equivalence
verification on the server side is to compare the state transition
sequence generated by Rrrco—s and Rossr—s. We record
the logical formulas corresponding to the negotiation parame-
ter combinations of mismatched state transition sequences, and
merge the adjacent minimum terms to eliminate redundant fac-
tors to obtain the parameters related to the discrepancies. With
the simplifications above, the discrepancies in the handshake
state machine will fall into several different categories.

Table III summarizes the discrepancies in client and server
and the corresponding negotiation parameter values. The RFC
and OpenSSL models produce different state transition se-
quences for 192 parameter combinations on the client side and
448 parameter combinations on the client side. The remaining
scenarios produce identical state transition sequences.

(1) Differences in Client Models: The RFC model and
OpenSSL model behave differently on the client side when
psk_mode On and new_session_ticket On in
the negotiation parameters, that is, the client and the server
negotiate to use the PSK-based handshake mode and agree
with the use of the New Session Ticket mechanism. This mis-
match affects % of all the negotiation parameter combinations,
that is, i X 768 = 192 cases in total.

Enabling PSK-banse handshake mode allows the client and
server to reuse the initial key material previously negotiated
in a basic full handshake. If the client and server agree to use
the new_session_ticket mechanism, at the end of hand-
shake, the server sends the NewSessionTicket message to
the client, which contains: 1) the nonce ticket_nonce for
the derivation of the PSK used in subsequent handshakes; 2)
the ticket_lifetime to limit the lifetime of this token,
which can be up to 604800 seconds, about 7 days; and 3)
max_early_data_size to define the maximum amount
of O-RTT data can be protected using this token.

However, the above restrictions in the standards only specify
the lifetime and protection scope of a single ticket. The
absence of limitations on the upper limit of the number of
NewSessionTicket messages that a client can receive in
a handshake may result in a Denial of Service attack on
the client implementation. A malicious server can trick the
client into establishing a TLS connection and make it agree to
enable the new_session_ticket mechanism. And then
the server sends a large number of NewSessionTicket
messages in the handshake session. We check the source code
of OpenSSL TLS 1.3 server implementation and find that the
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upper limit of the number of NewSessionTicket messages
that can be sent is the maximum of an unsigned long integer.

(2) Differences in Server Models: There are two scenarios
where the RFC and OpenSSL state machines behave differ-
ently. The first mismatch occurs in the cases with psk_mode
On and new_session_ticket On, where the server
allows the use of the new_session_ticket mechanism
while performing a PSK-based handshake. The standard does
not explicitly limit the number of NewSessionTicket
messages that a server is allowed to send if the
new_session_ticket mechanism is enabled again in a
PSK-based handshake, where the initial key material has been
reused. Different from the client, the server is the sender of the
NewSessionTicket message. The lack of a limit on the
number of NewSessionTicket messages sent in a PSK-
based handshake does not affect the server’s functionality and
therefore does not pose a flaw in OpenSSL.

The second mismatch corresponds to the cases where
early_data Off, or early_ data On and
ext_early_data Off in the negotiation parameters.
That is, the client and the server negotiate to turn off the
O-RTT Early data option, or they both agree to turn on
O-RTT Early data but the server refuses to accept the data
due to reasons including parsing errors. In the server-side
implementation of OpenSSL, for convenience, after receiving
the Finished message from the client, the state machine
will be uniformly transferred from ST_SW_FINISHED
state to ST_EARLY_DATA state. However, according to
the description in the standards, if END_OF_EARLY_DATA
is not required, the state machine should keep the current
state ST_SW_FINISHED to process the CERTIFICATE or
FINISHED messages from the client, instead of transferring
to the state ST_EARLY_DATA. For these affected scenarios,
the OpenSSL server implementation goes through one more
state transition, which may increase the time consumption
of the handshake protocol process. However this mismatch
does not affect the functionality of the OpenSSL TLS 1.3
handshake and will not cause security flaws.

C. Recommendations

We propose several concrete recommendations to enhance
the security of the TLS handshake state machine.

(1) Explicit Definitions in Standards: We recommend the
standards clearly limit the number of NewSessionTicket
sent at once and reused within a connection. The ambiguous
definition in the standards leads to unclear guidelines for
state machine implementations. The NewSessionTickets
issued by the server cryptographically ties the security context
of the new connection to the original connection, but the
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TABLE III: The scenarios where RFC model and OpenSSL model produce different state transitions.

Location  Negotiation Parameter Value Number of Affected Scenes
Client psk_mode = On A new_session_ticket = On 192 (1/4 cases)
Server psk_mode = On A new_session_ticket = On 64

early_data = Off V (early_data = On A ext.early_data = Off)

384 cases (128 overlap cases)

standards only restrict token lifetime to 7 days, which may be
too lenient for high-security applications. We suggest adding
restrictions on the number of NewSessionTickets issued
at once and the total number issued per connection to avoid
potential risks associated with unreasonably numerous tickets.

(2) Specific Limit of Loops in Implementations: We rec-
ommend the developers should carefully check the scenarios
where the same type of message is repeatedly received or sent
in the implementation of the state machine and set a limit for
it. As the core component of controlling the order and logic of
the handshake operation, it is responsible for the state machine
to clearly define the upper limit of the number of loops, rather
than leaving it to the application layer to decide. Although the
resources and computing capabilities of the client are sufficient
to support caching and processing thousands or even tens of
thousands of handshake messages, in practical applications, it
is possible to clearly define the upper limit of the number of
messages such as NST in the state machine.

VI. DISCUSSIONS AND LIMITATIONS

Limitations: This paper acknowledges two limitations.
Firstly, since there is no mature method to directly extract state
machines from natural language and structured data in speci-
fications, we resort to manual modeling of the state machine
implementation, which is experience-dependent and time-
consuming. Analysts have to repeat the process of manually
establishing formal models for the verification of other state
machine implementations. Considering that the specifications
are stable in months or even years, the overhead of manual
formal modeling is acceptable. Secondly, our RFC formal
model is manually checked, as there are no explicit test vectors
or test cases in TLS 1.3 specifications, and the expected
operations of the state machine are implicit in the descriptions
of processing different types of handshake messages.

Future Work: We aim to improve the efficiency for contin-
uous verification during development and extend our method-
ology to verify other TLS state machine implementations. It is
worthwhile to develop a tool to automatically generate formal
models from the state machine implementations. And further
research is required to accurately extract the descriptions of
operations from the specifications and automatically convert
them into test vectors for the state machine.

VII. RELATED WORK

The design of handshake protocol went through multiple
rounds of verification and improvement before its release [27],
[34], [36], [21], [8], [7], [20], and the cipher suites in it
were also formally verified [31], [33], [37]. There are also
several efforts to formally verify whether the TLS 1.0 and 1.2
handshake implementations written in F# satisfy the expected
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security requirements in the standards [9], [10]. The IoT binary
analysis system SAMBA [38] only focused on the implemen-
tations of insecure certificate verification and the deprecated
SSL/TLS version calls. Although state machine fuzzing is
effective in discovering vulnerabilities in the handshake [6],
[23], [32], these works cover neither all misbehaviours nor all
the features in TLS handshake state machines.

Equivalence verification between OpenSSL cipher suite
implementations and the standards: Beringer et al. proved
that the OpenSSL implementation of HMAC with SHA-256
complies with the FIPS functional specification and satisfies
the expected cryptographic properties [5]. Hanson et al. ver-
ified that OpenSSL C implementation of SHA-3 matches a
Cryptol specification derived from the FIPS 202 standard by
NIST [30]. They only verified the implementation of some
cipher suites in OpenSSL, not the handshake state machine.

Equivalence verification between OpenSSL state machine
implementations and the standards: Chudnov et al. formally
verified the equivalence between Amazon’s s2n TLS 1.2 and
1.3 state machine implementations and the definitions in
standards [18]. But the s2n TLS 1.3 state machine does not
include the optional mechanisms such as post handshake client
authentication, new session ticket and key update. And their
SAW verification of the formal model from s2n implemen-
tations only covered valid state transitions. Fiterau-Brostean
et al. offered an automated black-box technique to detect
state machine bugs in SSH and DTLS implementations with
a known catalogue of state machine bug patterns [29].

VIII. CONCLUSION

In this paper, we formalized the TLS 1.3 handshake state
machine described in the standards and implemented in
OpenSSL. The SAW proof showed our OpenSSL model is
equivalent to the state transition functions in the actual C
implementation. We generated all valid negotiation parameter
combinations to cover all scenarios in the running process,
where each set of negotiation parameters is a set of input
to the RFC model and OpenSSL model. Guided by the
verification results, we identified the mismatched state tran-
sitions between the OpenSSL state machine implementation
and the expectations in standards with specific negotiation
parameter combinations. Additionally, We proposed several
concrete recommendations to improve the security of TLS 1.3
state machine implementations.
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