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Efficient and Secure Multi-Qubit Broadcast-Based
Quantum Federated Learning

Rui Zhang, Jian Wang , Nan Jiang , Md Armanuzzaman, and Ziming Zhao

Abstract—Quantum Federated Learning (QFL) has emerged
as a promising research direction by combining the strengths of
quantum computing and federated learning. However, existing
QFL solutions have consistently failed to simultaneously improve
client training efficiency and ensure communication security. In
this paper, we present a novel Multi-qubit Broadcast-based QFL
framework (MB-QFL) to address the efficiency and security
challenges of existing approaches. The framework employs a
novel multi-qubit broadcast protocol and a quantum average
method to secure the information transmission process. The
multi-qubit broadcast protocol overcomes the limitations of
existing protocols by allowing the transmission of an arbitrary
S-qubit state from one sender to multiple (Q) receivers, whereas
earlier protocols were restricted to broadcast one or two qubit
state to recipients. Additionally, we propose an averaging method
for quantum states, which exploits the probabilistic cloning
technique to achieve aggregation in MB-QFL. The security anal-
ysis demonstrates that MB-QFL can effectively protect against
inference attacks from malicious clients, as well as eavesdropping
and intercept-and-resend attacks during communication. The
algorithm complexity of MB-QFL is significantly lower than
existing QFLs. Besides, the experimental results indicate that
MB-QFL achieves higher classification accuracy than other
QFLs.

Index Terms—Quantum federated learning, quantum machine
learning, quantum computation.

I. INTRODUCTION

D ISTRIBUTED machine learning enables collaborative
model training across multiple devices or nodes while

preserving data privacy [1], [2], [3], [4]. Quantum Federated
Learning (QFL) is a form of distributed quantum machine
learning developed to address stringent privacy regulations
and the difficulties of acquiring large amounts of real data
[5], [6], [7], [8], [9], [10], [11], [12]. In this approach,
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multiple quantum computing nodes, each with its own local
dataset, collaborate to train a shared quantum machine learn-
ing model. Each node processes its own data independently,
ensuring privacy and security by not transferring raw data
between nodes. QFL theoretically offers better computa-
tional power and security compared to classical federated
learning [12].

In QFL, since the raw data does not need to be shared, the
security of client information is partially ensured. However,
similar to classical algorithms, QFL also faces risks such as
Byzantine attacks [13], gradient attacks [14], and adversarial
attacks [15]. In particular, eavesdropping attacks during com-
munication and inference attacks by malicious clients are key
challenges in existing QFL. This is primarily because, even
after the client model is trained using quantum algorithms, the
parameters between clients and the server are still transmitted
using classical algorithms [9], [16].

Therefore, some schemes were proposed utilizing the quan-
tum properties for privacy protection [17], [18], [19], [20],
[21]. A QFL framework that allows distributed quantum neural
network training on encrypted data was introduced using
Quantum Homomorphic Encryption (QHE-QFL) [22]. In
QHE-QFL, encryption and decryption operations are required,
which increases computational overhead. Quantum federated
learning based on Quantum Key Distribution (QKD-QFL)
defends against eavesdropping attacks but requires secure key
generation as a prerequisite [18].

Although the QFL algorithm mentioned above uses quantum
algorithms to resist eavesdropping attacks during communica-
tion, it requires additional resources to resist eavesdropping
attacks. Quantum teleportation enables the efficient trans-
mission of quantum states by leveraging quantum entangle-
ment and classical communication, thereby eliminating the
need for complex quantum circuits. Therefore, the quantum
teleportation-based QFL (QT-QFL) is proposed, which signif-
icantly reduces computational overhead [23], [24]. Although
quantum teleportation avoids transmitting the physical medium
carrying quantum information, it requires the prior distribution
of entangled states-a process susceptible to intercept-and-
resend attacks by malicious intermediaries. In addition,
existing algorithms use variational quantum algorithms or
classical algorithms to train client models. Each client needs
to know the updated information, which provides opportuni-
ties for malicious clients to conduct inference attacks. As a
result, all existing algorithms cannot guarantee the security of
client information and the efficiency of training at the same
time.

1556-6021 © 2025 IEEE. All rights reserved, including rights for text and data mining, and training of artificial intelligence and
similar technologies. Personal use is permitted, but republication/redistribution requires IEEE permission.

See https://www.ieee.org/publications/rights/index.html for more information.
Authorized licensed use limited to: Northeastern University. Downloaded on September 11,2026 at 19:32:21 UTC from IEEE Xplore.  Restrictions apply. 

https://orcid.org/0000-0003-2951-688X
https://orcid.org/0000-0001-9269-8079


ZHANG et al.: EFFICIENT AND SECURE MULTI-QUBIT BROADCAST-BASED QUANTUM FEDERATED LEARNING 6779

In this paper, we present a novel Multi-qubit Broadcast-
based QFL framework (MB-QFL) to enhance QFL through
quantum properties and address the limitations of previous
works. To improve training efficiency, we employ quantum
algorithms for local model training, while communication
security between clients and the server is ensured through
quantum communication. The contributions of this work are
as follows:
• We present a multi-qubit broadcast protocol that can

transmit an arbitrary S-qubit state from one sender to
Q receivers. This protocol is inherently secure due to
the no-cloning theorem. Additionally, we construct a
unitary operator consisting of the simplest and most
commonly used computational basis for measurements.
Consequently, the measurement result can be simpler,
easier to decompose and transmit;

• We propose an amplitude storage-based quantum average
method for aggregation, using probabilistic cloning tech-
niques to average the Q received quantum states, which
is used to store the updated parameters. Our proposed
method can calculate the average value of multiple super-
position states;

• We propose the MB-QFL framework, which employs
only quantum algorithms for model training, commu-
nication, and aggregation. This approach simultane-
ously resists inference and eavesdropping attacks while
enhancing training efficiency compared to existing QFL
methods. Models trained using MB-QFL can achieve
accuracies comparable to those achieved with central-
ized training. Furthermore, the algorithm presented in
this paper demonstrates lower complexity than other
QFL algorithms while maintaining a consistent level of
accuracy.

II. BACKGROUND KNOWLEDGE

In this section, we present the background knowledge on
quantum computation and communications.

A. Quantum Computation

Quantum computing is technology based upon phenomena
of quantum mechanics, such as superposition and entangle-
ment. In quantum computing, the information is stored by
the quantum bit (qubit), which is an analogy to the bit in
the classical digital computer. The arbitrary 1-qubit state |ρ1〉

can be described by a linear superposition of |0〉 and |1〉:
|ρ1〉 = a0|0〉 + a1|1〉, where |·〉 is called the Dirac notation,
a0 and a1 are complex number that satisfy |a0|

2 + |a1|
2 = 1.

Generally, a0 and a1 are called amplitudes, and |0〉 and |1〉
are called basis states. Information can be stored in the basis
states or in the amplitudes.

In quantum mechanics, the tensor product is used to
describe composite quantum systems. For instance, the tensor
product of |v〉 and |w〉 is denoted as |v〉 ⊗ |w〉, or simply |vw〉.
Similarly, the n fold tensor product |v〉 ⊗ |v〉 ⊗ . . .⊗ |v〉 of |v〉 is
abbreviated as |v〉⊗n.

In the computational basis, the 2S basis vectors are shown
in Eq. (1) using the binary strings of length S.

|00 . . . 00〉, |00 . . . 01〉, . . . , |11 . . . 11〉 (1)

For convenience, the binary numbers in Eq. (1) are usually
converted into the decimal numbers |0〉, |1〉, . . . , |2S − 1〉.

An arbitrary vector in Hilbert space can be written either
as a weighted sum of the basis vectors in the Dirac notation,
or as a single column matrix. Therefore, a S-qubits state |ρS 〉

can be represented as follows:

|ρS 〉 =

2S−1X
s=0

as|s〉 =
�
a0 a1 . . . a2S−1

�T (2)

where a0, a1, . . ., a2S−1 are complex numbers such that
P2S−1

s=0 |

as |
2= 1.

Suppose C1 and C2 are linear operators on |v〉 and |w〉
respectively. Then C1 and C2 is the linear operator on |v〉⊗ |w〉
defined by:

(C1 ⊗C2)(|v〉 ⊗ |w〉) = C1|v〉 ⊗C2|w〉 (3)

A quantum gate is a unitary operator acting on qubits,
mathematically represented by a unitary matrix. Some of the
basic gates and their corresponding matrices are shown in Eq.
(4) including H gate, X gate, Y gate, Z gate, and Controlled-
NOT gate (CNOT).

H =
1
√

2

�
1 1
1 −1

�
; X =

�
0 1
1 0

�
; Y =

�
0 −i
i 0

�
;

Z =

�
1 0
0 −1

�
; CNOT =

2664
1 0 0 0
0 1 0 0
0 0 0 1
0 0 1 0

3775 (4)

Quantum measurement plays a very important role in
quantum computation, as it allows us to obtain information
about quantum states. Quantum measurements are described
by a collection {Ee} of measurement operators. Immediately
before measurement if the state of the quantum system is
|ρS 〉, then the probability that result e occurs is given by
P(e) = 〈ρS |E+

e Ee|ρS 〉, where E+
e represents the conjugate

transpose of Ee. The state of the system after the measure-
ment is |ρ′S 〉 =

Ee |ρS 〉√
P(e) . The measurement operators satisfy the

completeness equation
P

e E+
e Ee = I, where I is the identity

matrix. The completeness equation expresses the fact that
probabilities sum to one, in short,

P
e P(e) = 1.

In some quantum circuits, measurements are performed
at intermediate stages, and the results are used to condi-
tionally control subsequent quantum gates. According to a
fundamental principle, these classically conditioned operations
can be replaced with quantum-conditioned operations. The
principle of deferred measurement states that measurements
in a quantum circuit can always be postponed to the end of
the circuit. If measurement results are used at any stage to
control operations, these classically controlled operations can
be replaced with quantum conditional operations.
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B. Quantum Communication

One of the most common forms of quantum communication
is quantum teleportation [25]. To teleport the quantum state of
a qubit, |ρ1〉, to the receiver, an entanglement channel must be
established between them. The four Bell states are often used
as the entanglement channel for this purpose:

|Φ0,1〉 =
1
√

2
(|00〉± |11〉), |Φ2,3〉 =

1
√

2
(|01〉± |10〉) (5)

If |Φ0〉 is used as an entanglement channel, then the initial
quantum state in teleportation is:

|ρ1〉|Φ0〉 =
1
√

2
(a0|0〉(|00〉+ |11〉) + a1|1〉(|00〉+ |11〉)) (6)

The first two qubits belong to the sender, while the third qubit
belong to the receiver. At first, the sender performs a CNOT
gate on its qubits, obtaining:

1
√

2
(a0|0〉(|00〉+ |11〉) + a1|1〉(|10〉+ |01〉)) (7)

Then, the sender performs an H gate on the first qubit,
obtaining:

1
2

(a0(|0〉+ |1〉)(|00〉+ |11〉) + a1(|0〉 − |1〉)(|10〉+ |01〉)) (8)

By regrouping terms, the state in Eq. (8) may be re-written
in the following way:

1
2

(|00〉(a0|0〉+ a1|1〉) + |01〉(a0|1〉+ a1|0〉)

+ |10〉(a0|0〉 − a1|1〉) + |11〉(a0|1〉 − a1|0〉)) (9)

This expression can be divided into four terms. In the first
term, the sender’s qubits are in the state |00〉, and the receiver’s
qubit is in the state a0|0〉 + a1|1〉, which is the original state
|ρ1〉. This means that if the sender measures and obtains the
result 00, then the receiver’s system will be in the state |ρ1〉.
Similarly, based on the sender’s measurement results, we can
describe the receiver’s corresponding post-measurement states
as follows:

00 7→ a0|0〉+ a1|1〉 01 7→ a0|1〉+ a1|0〉
10 7→ a0|0〉 − a1|1〉 11 7→ a0|1〉 − a1|0〉 (10)

Based on the sender’s measurement outcome, the receiver’s
qubit will collapse into one of the four possible states. If the
outcome is 00, the receiver does not need to take any action.
The receiver performs X gate in case of 01 and if it receives
01, the receiver performs Z gate. Lastly, if the outcome is 11,
the receiver fixes up its state by applying an X gate and a Z
gate respectively.

Furthermore, the generalized quantum teleportation allows
the teleportation of an arbitrary S-qubit state |ρS 〉 from the
sender to the receiver using the general Bell states [26], [27].
Additionally, another form of quantum communication, known
as the quantum broadcast protocol, enables the transmission
of a quantum state to multiple receivers [28], [29].

III. MULTI-QUBIT BROADCAST PROTOCOL:
BROADCASTING ARBITRARY S-QUBIT STATE TO Q

RECEIVERS

In MB-QFL, updated parameters are stored in a quantum
state, necessitating the server to broadcast this state to all
clients. In this section, we introduce a broadcast protocol
that can transmit an arbitrary S-qubit state |φS 〉 from one
sender to Q receivers. To enable the measurement operator
to be composed of the simplest computational basis, we
also construct the unitary operator R, which consists of the
information to be broadcast.

For simplicity, we denote A as the sender, B as the collection
of Q receivers, and Bq (q = 0, 1, . . . ,Q−1) as the qth receiver.

A. The Broadcasting Unitary Operator

To broadcast the amplitude of the quantum state |φS 〉 =P2S−1
s=0 αs|s〉 to Q receivers, the sender A should perform a

unitary operator R to modify the measurement basis, where
the coefficients α0, α1, . . . , α2S−1 are real numbers and satisfy
the normalization condition

P2S−1
s=0 | αs |

2= 1.
The unitary operator can be expressed as R = M⊗Q, where M

is an arbitrary 2S ×2S orthogonal matrix with rows composed
of ±α0, ±α1, . . ., ±α2S−1. The following shows that R is
a unitary operator. Since the orthogonal matrix M satisfies
MMT = MTM = I and its elements are real numbers,
it is also a unitary matrix. Consequently, since R satisfies
RRT = M⊗QMT⊗Q

= I, R is also unitary and can therefore
be used as a quantum gate [30].

Each row in matrix M is constructed by rearranging the
elements of

�
α0 α1 . . . α2S−1

�
and potentially changing their

signs. Therefore, there exists a signed permutation matrix Us

such that UsMs,: =
�
α0 α1 . . . α2S−1

�
for s = 0, 1, . . . , 2S − 1,

where Ms,: represents the sth row of M. The permutation
matrix Us satisfies UsUs

T = I, and its elements consist of
±1 and 0. Consequently, these permutation matrices (Us,
s = 0, 1, . . . , 2S − 1) are unitary, meaning they can be used
as quantum gates [30]. For example, when S = 2:

M =

2664
α0 −α1 α2 −α3
α1 α0 −α3 −α2
−α2 α3 α0 −α1
α3 α2 α1 α0

3775 (11)

And M in Eq. (11) is used to construct R = M⊗Q, the
corresponding permutation matrices are as follows:

U0 =

2664
1 0 0 0
0 −1 0 0
0 0 1 0
0 0 0 −1

3775 ,U1 =

2664
0 1 0 0
1 0 0 0
0 0 0 −1
0 0 −1 0

3775 ,

U2 =

2664
0 0 1 0
0 0 0 −1
−1 0 0 0
0 1 0 0

3775 ,U3 =

2664
0 0 0 1
0 0 1 0
0 1 0 0
1 0 0 0

3775 (12)

B. The Broadcast Protocol

The quantum state |φS 〉 =
P2S−1

s=0 αs|s〉 is broadcast to Q
receivers {Bq}

Q−1
q=0 through the following three steps:
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Fig. 1. The process of broadcasting an arbitrary S-qubit state to Q receivers.

1) Bq Receives the Unknown Quantum State: To broadcast
the quantum state, as shown in Step 1 of Figure 1, an entangled
quantum channel |Φ〉1 should be prepared first using the H gate
and the CNOT gate:

|Φ〉1 =
1
√

2S Q

2S Q−1X
j=0

| j〉A| j〉B (13)

The entangled quantum state |Φ〉1 is then distributed to the
sender and the receivers. A holds the first SQ qubits, while
B holds the last SQ qubits. Therefore, we use | j〉A and
| j〉B to represent the qubits held by A and B, respectively.
Additionally, the (qS )th to ((q+1)S −1)th qubits in | j〉B belong
to Bq (q = 0, 1, . . . ,Q − 1).

Then, A performs the unitary operator R = M⊗Q on its SQ
qubits, resulting in the following state:

|Φ〉2 =
1
√

2S Q

2S Q−1X
j=0

(R| j〉A)| j〉B (14)

If the entry in the i th row and j th column of the matrix R
is denoted as Ri j for i, j = 0, 1, . . . , 2S Q − 1, then:

|Φ〉2 =
1
√

2S Q

2S Q−1X
j=0

0@2S Q−1X
i=0

Ri j|i〉A

1A | j〉B

=
1
√

2S Q

2S Q−1X
i=0

|i〉A

0@2S Q−1X
j=0

Ri j| j〉B

1A (15)

The matrix R, when acting on this set of basis states, can
be viewed as an orthogonal transformation that maps one set
of orthonormal bases to another. According to the properties
of tensor products:

R

26664
|0〉
|1〉
...

|2S Q − 1〉

37775 = M⊗Q

26664
|0〉
|1〉
...

|2S − 1〉

37775
⊗Q

=

0BBB@M

26664
|0〉
|1〉
...

|2S − 1〉

37775
1CCCA
⊗Q

(16)

Then,
P2S Q−1

j=0 Ri j| j〉B in Eq. (15) can be written as:

2S Q−1X
j=0

Ri j| j〉B =

Q−1Y
q=0

0@2S−1X
l=0

Mdql|l〉Bq

1A (17)

where dQ−1dQ−2 . . . d0 is a base-2S number converted by the
base-10 number i. Specifically, i can be expressed as i = dQ−1×
(2S )Q−1 + dQ−2 × (2S )Q−2 + . . .+ d0 × (2S )0 [31].

Therefore, Eq. (15) can be rewritten as:

|Φ〉2 =
1
√

2S Q

2S Q−1X
i=0

|i〉A

0@Q−1Y
q=0

0@2S−1X
l=0

Mdql|l〉Bq

1A1A (18)

If the sender performs a measurement, the quantum state
obtained by the receiver Bq collapses to the quantum stateP2S−1

l=0 Mdql|l〉Bq . This quantum state can be viewed as the result
of applying a certain permutation matrix to the quantum state
|φS 〉. However, since the receivers have no knowledge of the
specific permutation matrix at this stage, they are unable to
know the exact form of the quantum state

P2S−1
l=0 Mdql|l〉Bq .

Consequently, this state differs from the quantum state |φS 〉

broadcast by A.
2) A Transmits the Measurement Results to Bq: Next, A

performs a measurement on its SQ qubits using the compu-
tational basis states {|0〉, |1〉, . . . , |2S Q − 1〉}, and then transmits
the measurement results to all receivers.

Suppose A’s measurement outcome is i = dQ−1× (2S )Q−1 +
dQ−2 × (2S )Q−2 + . . .+ d0 × (2S )0. A should then transmit the
binary representation dq(S−1)dq(S−2) . . . dq0 (Classical bits) of dq

to Bq via classical communication.
3) Bq Reconstructs the Quantum State: Bq converts the

received binary string dq(S−1)dq(S−2) . . . dq0 of dq into dec-
imal value dq. Since Udq Mdq,: =

�
α0 α1 . . . α2S−1

�
, Bq

performs the unitary operator Udq on its qubits according to
dq(S−1)dq(S−2) . . . dq0. After applying Udq , Bq obtains the quan-
tum state |φS 〉. Figure 1 represents the flow of broadcasting
arbitrary S-qubit state to Q receivers.

The classical communication bits, the quantum state held by
Bq, and the unitary operator Udq performed by Bq are given
in Table I, in which the corresponding permutation matrices
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TABLE I
THE MEASUREMENT RESULTS AND CORRESPONDING OPERATORS

Fig. 2. Comparison of fidelity before and after purification.

are shown in Eq. (12). Such as, if dq = 0, the quantum state
held by Bq is

P3
l=0 M0l|l〉 = α0|0〉 − α1|1〉+ α2|2〉 − α3|3〉, and

the unitary permutation matrix performed by Bq is U0.
It is worth noting that entanglement distribution, as a

fundamental component of the broadcast protocol, is highly
susceptible to noise introduced by imperfect entanglement
sources and transmission channels. The technique of purifi-
cation was developed to compensate for the degradation
of entanglement resources caused by such noise. Figure 2
illustrates the improvement in fidelity achieved by two repre-
sentative purification protocols: BBPSSW [32] and DEJMPS
[33]. In Figure 2, the input fidelity curve reflects the closeness
between the noisy entangled state and the ideal Bell state,
whereas the output fidelity curve characterizes the fidelity
between the purified state and the ideal target. The weight
parameter serves to quantify the fraction of the ideal entan-
gled component embedded in the noisy state. As shown in
Figure 2, both protocols can enhance the fidelity effectively
within a certain parameter range. In this study, we consider
entanglement distribution under ideal conditions, i.e., in the
absence of noise.

IV. MB-QFL: A MULTI-QUBIT BROADCAST-BASED
QUANTUM FEDERATED LEARNING FRAMEWORK

In this section, we present MB-QFL, which follows a
process similar to classical federated learning, consisting of
four steps: local model training, uploading model parameters
to the server, quantum aggregation, and broadcasting the
parameters to all clients. We first introduce the quantum
average method, which can calculate the average value of
multiple superposition states. MB-QFL is then provided.

Fig. 3. Quantun circuit of the quantum average method.

A. Quantum Average

Each quantum state corresponds to a column vector. The
average value of Q quantum states is actually the average
value of multiple column vectors. Since the elements of those
vectors are stored in the amplitude of the quantum state, the
average value of Q quantum states corresponds to the sum of
the amplitudes and divided by the total number of quantum
states. If the existing quantum adder based on ground state
storage is used, that is, the sum of the numbers stored in the
ground state is calculated and then divided by the number of
quantum states, the information stored in the amplitude needs
to be transferred to the ground state, which will consume a lot
of resources. Hence, we propose an amplitude storage-based
quantum averaging algorithm, which employs probabilistic
cloning [34] to compute the quantum average state

|u〉 =
1
√

Q

�
|u0〉+ |u1〉+ · · ·+ |uQ−1〉

�
(19)

of the input states {|u0〉, |u1〉, . . . , |uQ−1〉}. The quantum circuit
of quantum average method is shown in Figure 3.

The initial quantum state |Ψ1〉 is as follows:

|Ψ1〉 = |0〉q̃|0〉m|u0〉|u1〉 . . . |uQ−1〉|0〉 (20)

where q̃ = log2Q, m = log2(K + 1) represents the number
of qubits in the quantum states |uq〉 for q = 0, 1, · · · ,Q −
1, K represents the number of samples and each sample is
represented by an N-dimensional feature vector, and we denote
|0〉q̃, |0〉⊗m, |u0〉|u1〉 . . . |uQ−1〉, and |0〉 as the first, second, third,
and fourth registers, respectively.

At first, the tensor product of q̃ H gates, denoted as H⊗q̃,
is applied to the first register |0〉⊗q̃. As a result we get:

|Ψ2〉 = (H⊗q̃|0〉⊗q̃)|0〉⊗m|u0〉|u1〉 . . . |uQ−1〉|0〉

=
1
√

Q
(|0〉+ |1〉+ . . .+ |Q − 1〉)|0〉⊗m|u0〉|u1〉

. . . |uQ−1〉|0〉

=
1
√

Q
(|0〉|0〉⊗m|u0〉|u1〉 . . . |uQ−1〉|0〉

+ |1〉|0〉⊗m|u0〉|u1〉 . . . |uQ−1〉|0〉
+ . . .+ |Q − 1〉|0〉⊗m|u0〉|u1〉 . . . |uQ−1〉|0〉) (21)
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Let Pq (q = 0, 1, . . . ,Q−1) represent the operator that realize
probabilistic cloning [34], that is:

Pq|0〉⊗m|uq〉|0〉 =
√
δ|uq〉|uq〉|0〉+

√
1 − δ|εq〉|1〉 (22)

where δ represents the probability of successful cloning and
|εq〉 is the quantum state obtained by failed cloning. The qubit
in the forth register is the flag qubit, where the state |0〉
indicates a successful clone and |1〉 indicates a failure.

Then, we apply the operator Pq controlled by q to the second
register |0〉⊗m:

|Ψ3〉

=
1
√

Q
(|0〉P0|0〉⊗m|u0〉|u1〉 . . . |uQ−1〉|0〉

+ |1〉P1|0〉⊗m|u0〉|u1〉 . . . |uQ−1〉|0〉
+ . . .+ |Q − 1〉PQ−1|0〉⊗m|u0〉|u1〉 . . . |uQ−1〉|0〉)

=
1
√

Q
(
√
δ|0〉|u0〉|u0〉|u1〉 . . . |uQ−1〉|0〉+

√
1 − δ|ε0〉|1〉

+
√
δ|1〉|u1〉|u0〉|u1〉 . . . |uQ−1〉|0〉+

√
1 − δ|ε1〉|1〉

+ . . .+
√
δ|Q − 1〉|uQ−1〉|u0〉|u1〉 . . . |uQ−1〉|0〉

+
√

1 − δ|εQ−1〉|1〉)

=
1
√

Q
(
√
δ(|0〉|u0〉+ |1〉|u1〉+ |Q − 1〉|uQ−1〉)|u0〉|u1〉

. . . |uQ−1〉|0〉+
√

1 − δ(|ε0〉+ |ε1〉+ . . .+ |εQ−1〉)|1〉) (23)

At this time, when the qubit of the fourth register is
|0〉, cloning is successful. Therefore, the fourth register is
measured and when the measurement result is 0, the first,
second, and third registers collapse to 1√

Q (|0〉|u0〉 + |1〉|u1〉 +
. . . + |Q − 1〉|uQ−1〉)|u0〉|u1〉 . . . |uQ−1〉. At this time, the third
register is in a non-entangled state and can be discarded
directly. The quantum state of this first and second register
is 1√

Q (|0〉|u0〉+ |1〉|u1〉+ |Q − 1〉|uQ−1〉).
Finally, the operator H⊗q̃ is applied to the first register:

|Ψ4〉 =
1
Q

[(|0〉+ |1〉)(|0〉+ |1〉) . . . (|0〉+ |1〉)|u0〉

+ (|0〉+ |1〉)(|0〉+ |1〉) . . . (|0〉 − |1〉)|u1〉

+ . . .+ (|0〉 − |1〉)(|0〉 − |1〉) . . . (|0〉 − |1〉)|uQ−1〉]

=
1
Q
|00 . . . 0〉(|u0〉+ |u1〉+ . . .+ |uQ−1〉)

+
1
Q
|00 . . . 1〉(|u0〉 − |u1〉+ . . . − |uQ−1〉) + . . . (24)

The first term of the second equal sign of Eq. (24) consists of

two parts: |00 . . . 0〉 and
1
Q

(|u0〉+|u1〉+. . .+|uQ−1〉), where later

is exactly the average value |u〉. Therefore, it is necessary to
measure the qubits in the first register. When the measurement
results are 00 . . . 0, the quantum state of the second register is
the average |u〉.

As shown in Figure 3, the complexity of the Q-controlled
gate is O(logQ), and the complexity of operator Pq is O(logK).
Besides, the cloning success probability is δ. Thus, the total
complexity of the quantum aggregation is O

�
Qlog(QK)

δ

�
.

B. The MB-QFL Framework

MB-QFL consists of four steps.
1) Step 1: Each client independently trains a local model

using quantum algorithms, such as variational quantum neu-
ral networks and quantum support vector machine, on their
respective datasets. After completing the model training, each
client obtains the optimal model parameters |uq〉, where q =

0, 1, . . . ,Q − 1.
2) Step 2: The model parameters from all clients are sent to

the server for aggregation. The m-qubit state |uq〉 =
PK

k=0 uqk |k〉
is transmitted to the server using the generalized quantum
teleportation [25], [26], [27].

3) Step 3: The amplitude storage-based quantum average
method is used to calculate the average |u〉 = 1

Q (|u0〉+ |u1〉+
. . .+ |uQ−1〉) of |u0〉, |u1〉, . . . , |uQ−1〉.

4) Step 4: The server shares the aggregation result |u〉 with
all clients using multi-qubit broadcast protocol in Section III.
At first, the mQ-qubit entangled state:

1
√

2mQ

2mQ−1X
j=0

| j〉A| j〉B

is prepared and shared by the server and all clients. The oper-
ator RmQ and the measurement are performed by the server. At
this stage, the amplitude of the quantum state obtained by the
q th client corresponds to a rearrangement, potentially with
a signed change of the amplitude of |u〉. The measurement
result i should then be converted to a base-2m number, i.e.,
dQ−1dQ−2 . . . d0. Next, the binary number dq(m−1)dq(m−2) . . . dq0
of dq is transmitted to Bq for q = 0, 1, . . . ,Q−1. Finally, based
on the classical bits dq(m−1)dq(m−2) . . . dq0 from the server, the q
th client reconstructs the state by performing unitary operator.

Note that the amplitude of |u〉 should be known when broad-
casting an arbitrary S-qubit state to Q receivers. Therefore,
we use quantum state tomography to obtain the amplitude of
|u〉 [35], [36]. The complexity of quantum state tomography
based on compressed sensing can be reduced to O(rK log2 K),
where r denotes the rank of the quantum state’s density matrix
[37], [38]. In this work, we consider the ideal case where
the quantum state is pure and hence r = 1. Therefore, this
complexity scales polynomially with the system dimension
generally [35], [36], [39]. In the subsequent analysis, the com-
plexity of quantum state tomography is denoted asO(poly(K)).

V. SECURITY AND COMPLEXITY ANALYSIS OF MB-QFL

In this section, we present a comprehensive security and
complexity analysis of MB-QFL and conduct a comparative
analysis with existing QFLs.

A. Security Analysis

Assuming that all clients are honest but curious in this paper.
Specifically, while all clients strictly adhere to the prescribed
protocol by correctly computing and honestly uploading local
model updates, they may attempt to infer sensitive information
from intermediate updates such as model parameters. Cru-
cially, we maintain the fundamental assumption that clients
do not deviate from the protocol through the submission of
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malicious updates, including model poisoning or backdoor
attacks. Furthermore, we assume that the server is honest,
meaning that it is responsible solely for coordinating and
aggregating the model updates from clients, without accessing
or tampering with the clients’ private data. The server adheres
strictly to the protocol, ensuring that the aggregation process is
carried out accurately and that the global model is distributed
to the clients as intended.

This section presents a focused security analysis of MB-
QFL, examining its resilience against three critical threats: (1)
inference attack, where adversaries attempt to deduce sensitive
information from shared model updates; (2) eavesdropping
attack, where adversaries channels in an attempt to extract
confidential information without disturbing the quantum states;
and (3) intercept-and-resend attack, in which malicious entities
intercept and retransmit qubits to compromise the learning
process.

We analyze the effectiveness of MB-QFL’s defense mech-
anisms against these attacks.

1) Inference Attack Resilience: A malicious client cannot
conduct inference attacks by obtaining model parameters for
two reasons. Firstly, clients do not need to know the updated
parameters and can directly use them as input for the next
iteration. In MB-QFL, the generalized quantum teleporta-
tion and multi-qubit broadcast protocol are used to transmit
the parameters. As the generalized quantum teleportation
transmits an unknown quantum state, there is no need to
reveal any information when uploading model parameters.
Thus, neither the clients nor the server need to know the
specifics of |u0〉, |u1〉, · · · , |uQ−1〉. Additionally, in multi-qubit
broadcast protocol, the quantum state is known to the sender
but unknown to the receivers, preventing a malicious client
from inferring other clients’ privacy.

On the other hand, if a malicious client tries to disrupt
MB-QFL by measuring the state to gain information, they
would need multiple measurements to obtain probabilistic
information, as the information is stored in the amplitude.
Measurements inherently disrupt the quantum state, alerting
the server about the attacker’s presence and correspond-
ingly the server would cease transmitting further messages.
However, a single measurement cannot capture the ampli-
tude information of the quantum state in probabilistic form.
Therefore, even if a malicious client conducts measurements
regardless of the consequences, no specific information can be
obtained.

2) Eavesdropping Attack Resilience: In MB-QFL, both the
generalized quantum teleportation and multi-qubit broadcast
protocol require quantum channels and classical channels to
complete the communication between the clients and the
server. In scenarios where an attacker wants to perform
eavesdropping attacks on the communication channel, several
barriers prevent them from obtaining the parameter informa-
tion. If an attacker intercepts the quantum channel and acquires
the qubits carrying the parameters, they lack the classical
communication bits necessary to decipher the information.
Consequently, even with access to the qubits, an attacker
cannot retrieve the parameter details without the correspond-
ing classical information. Similarly, by only intercepting the

classical bits without the qubits, they cannot obtain the param-
eter information.

Furthermore, even if attackers manage to capture both the
qubits and the classical bits, they still cannot determine the
parameter information. This is because the recipient of the
information must perform specific unitary operators based on
the received classical bits to restore the quantum state. Since
attackers do not know which unitary operators correspond to
the classical bits, they are unable to reconstruct the transmitted
quantum state.

3) Intercept-and-Resend Attacks Resilience: In MB-QFL,
the generalized quantum teleportation and multi-qubit broad-
cast protocol are used to transmit information between clients
and server. Both communication methods require the dis-
tribution of entangled quantum states and the transmission
of classical information. During the distribution process, it
may suffer from intercept-and-resend attacks [40], [41]. When
using the generalized quantum teleportation to upload model
parameters to the server, the client (taking client 0 as an exam-
ple) prepares entangled quantum states and distributes part of
them to the server. The attacker Eve attempts to intercept the
distributed qubits and resends fake qubits. However, even if
Eve intercepts the qubits, she cannot obtain the transmitted
parameters. This is mainly because after client 0’s entangle-
ment and measurement operator, the information stored in the
qubits intercepted by Eve. This quantum state needs to undergo
a unitary matrix to recover |uq〉. However, Eve cannot obtain
the classical information and the corresponding unitary matrix,
so even if she intercepts the qubits, she cannot obtain the
relevant information.

Moreover, since the server does not measure the received
qubits, it will not detect the presence of the attacker and will
still use the fake qubits transmitted by Eve for subsequent
operators, which may lead to performance degradation or even
failure of the model. To promptly detect the existence of
intercept-and-resend attacks, auxiliary qubits can be added.
Taking client 0 transmitting a single-qubit state |ρ1〉 to the
server as an example, as shown in Figure 4, the blue area
in Figure 4 represents the part owned by client 0 before
transmission, and the yellow area represents the part owned by
the server after transmission. Client 0 first prepares the initial
state |ρ1〉|Φ00〉|0〉. The transmission of |ρ1〉 to the server is
divided into two parts. The first part is to detect whether there
is an intercept-and-resend attack. First, an H gate is applied to
register 4, and then a CNOT gate is performed on register 3
under the control of register 4, evolving the initial state into:

1
2
|ρ1〉(|00〉|0〉+ |01〉|1〉+ |11〉|0〉+ |10〉|1〉) (5-19)

Then, the qubits in registers 3 and 4 are transmitted to the
server. If there is no intercept-and-resend attack during the
transmission, after the server receives the qubits, it performs
the inverse operators of the CNOT gate and H gate, which
are also the CNOT gate and H gate. The quantum state in
register 4 is |0〉, and the measurement result is also 0. If there
is an intercept-and-resend during the distribution, once the
attacker measures register 3, the quantum state in register 4
will collapse to |0〉 or |1〉. After the server performs the CNOT

Authorized licensed use limited to: Northeastern University. Downloaded on September 11,2026 at 19:32:21 UTC from IEEE Xplore.  Restrictions apply. 



ZHANG et al.: EFFICIENT AND SECURE MULTI-QUBIT BROADCAST-BASED QUANTUM FEDERATED LEARNING 6785

Fig. 4. The generalized quantum teleportation with the ability to detect intercept-and-resend attack.

gate and H gate, the quantum state in register 4 will become
a superposition state, and the measurement will yield 0 with
a probability of 1

2 and 1 with a probability of 1
2 . In other

words, there is a 1
2 probability of detecting the presence of an

intercept-and-resend attack. After the qubits in the register are
safely delivered to the server, client 0 and the server execute
the second part, which is the entanglement and measurement
in the generalized quantum teleportation and the recovery of
the quantum state, to complete the transmission task.

When the auxiliary qubits used to detect intercept-and-
resend attacks are |0〉⊗n, if there is no intercept-and-resend
attack during the distribution, after the first part, the server
measures the auxiliary qubits and obtains 00 · · · 0. If there is an
intercept-and-resend during the distribution, after the first part,
the server’s measurement of the auxiliary qubits may yield one
of the states in the set [00 · · · 0, 00 · · · 1, · · · , 11 · · · 1]. There-
fore, the probability of detecting an intercept-and-resend attack
is 2n−1

2n . The same applies when using the multi-qubit broad-
cast protocol, where the existence of intercept-and-resend
attacks can be detected by increasing the number of auxiliary
qubits.

4) Comparison With Other Algorithms: In the following,
we analyze the security of DP-QFL [14], QKD-FL [17], QHE-
QFL [22], and QT-QFL [24] while comparing with the security
of MB-QFL. As discussed above, MB-QFL is capable of
effectively defending against inference attacks on clients, as
well as eavesdropping and intercept-and-resend attacks that
may occur during communication. Below we analyze the
security of the other QFLs from three aspects: client side,
communication process, and server side.

For the client side, in DP-QFL, clients receive noise-
added updated information, thus ensuring security. In contrast,
QKD-FL, QHE-QFL, and QT-QFL require clients to access
updated parameters, which allows semi-honest clients to
perform inference attacks. For the communication process,
DP-QFL transmits noise-added information, ensuring security;
QKD-QFL and QHE-QFL employ quantum key distribu-
tion and quantum homomorphic encryption respectively to
guarantee security; while QT-QFL may suffer interception-
resend attacks during quantum state distribution. For the
server side, DP-QFL’s server receives noise-added infor-
mation, ensuring security; QKD-QFL and QT-QFL’s server
needs updated parameters, causing privacy leakage; while

TABLE II
MB-QFL COMPARED WITH DP-QFL, QKD-FL, QHE-QFL, AND QT-

QFL IN TERMS OF SECURITY

QHE-QFL’s servers don’t need parameter information, thus
ensuring security.

Notably, DP-QFL combines blind quantum computation
with differential privacy, enabling clients to delegate training
tasks to quantum computers while ensuring security at all
three levels (client, communication, and server). However, its
effectiveness is closely related to noise intensity when using
differential privacy: stronger noise better masks sensitive infor-
mation and reduces privacy risks, but affects model accuracy
by causing deviations in gradients/parameter updates; weaker
noise maintains model performance but makes it easier for
attackers to infer sensitive data, reducing privacy protection
effectiveness. Therefore, noise intensity requires careful bal-
ancing between privacy protection and model performance.

The security of these QFLs across the three aspects is
summarized in Table II, where “

√
” denotes secure protection,

“×” indicates vulnerability to attacks that may lead to privacy
leakage, and “◦” reflects conditional security in Table II. The
results show that, compared with existing approaches, the
proposed MB-QFL provides robust protection for both client-
side and the communication process.

B. Complexity Analysis

In MB-QFL, each client uses the quantum support vector
machine to complete the training task, with a complexity of
O
�

log(KN)
ε

�
[42], [43], where ε is the accuracy. The general-

ized quantum teleportation is used to send the K+1 parameters
to the server, with a complexity of O(log K). Therefore, when
Q clients send information to the server, the complexity is
O(Q log K). When the server uses the quantum averaging
algorithm to complete the aggregation task, the complexity
of the quantum averaging algorithm is O

�
Q log(KN)

δ

�
. Prior

to executing multi-qubit broadcast protocol, quantum state
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tomography is required to obtain the quantum state informa-
tion, with a complexity of O(poly(K)) [35], [36], [39]. In
the quantum circuit implementation of multi-qubit broadcast
protocol, the server must decompose the unitary matrix M
into elementary quantum gates, incurring a complexity of
O(poly(K)) [44], [45]. Therefore, the overall complexity of
multi-qubit broadcast protocol is:

O(poly(K)) +O(poly(K)) +O(Q log K)
= O(poly(K)) +O(Q log K) (25)

Therefore, the total complexity of MB-QFL is:

O
�

Q
log(KN)

ε

�
+O(Q log K) +O

�
Q

log(KN)
δ

�
+O(poly(K)) +O(Q log K)

= O
��

1
ε
+

1
δ

�
Q log(KN) + poly(K)

�
(26)

Next, we analyze the complexity of other QFLs from
the perspectives of the client, communication, and server.
In terms of client model training, DP-QFL, QHE-QFL, and
QT-QFL all use variational quantum algorithms. The total
complexity for Q clients training KN-dimensional samples is
O
�

Qpoly(K) log N
ε′′2

�
[46], [47], [48], where ε′′ is the precision.

In the case of QKD-QFL, where classical algorithms are used
for client model training, the total complexity for Q clients
training KN-dimensional samples is at least O

�
Qpoly(K)N

ε′

�
,

where ε′ is the error rate. For communication, in DP-QFL,
QHE-QFL, and QT-QFL, each client first prepares O(log N)
parameters into a quantum state and then propagates them,
resulting in a total complexity of O(Q log N) for all clients.
In QKD-QFL, the total complexity for all clients is O(QN).
In aggregation, the complexity for DP-QFL, QHE-QFL, and
QT-QFL is O(Q log N), while for QKD-QFL, the complexity
is O(QN). Based on the analysis above, the complexity of
DP-QFL is:

O
�

Qpoly(K) log N
ε′′2

�
+O(Q log N) +O(Q log N)

+O(Q log N) = O
�

Qpoly(K) log N
ε′′2

�
(27)

QKD-QFL uses quantum algorithms only during the commu-
nication process, with a total complexity of:

O
�

Qpoly(K)D
ε′

�
+O(QN) +O(QN)

+O(QN) = O
�

Qpoly(K)D
ε′

�
+O(QN) (28)

QHE-QFL uses quantum algorithms in both client model
training and communication, with a total complexity of:

O
�

Qpoly(K) log N
ε′′

�
+O(Q log N) +O(Q log N)

+O(Q log N) = O
�

Qpoly(K) log N
ε′′

�
(29)

QT-QFL uses quantum algorithms in client model training,
communication, and aggregation, with a total complexity of:

O
�

Qpoly(K) log N
ε′′

�
+O(Q log N) +O(Q log N)

TABLE III
SOFTWARE AND HARDWARE SPECIFICATION FOR IBM QISKIT QUANTUM

SIMULATION

Fig. 5. The quantum circuit of broadcasting |α1〉.

+O(Q log N) = O
�

Qpoly(K) log N
ε′′

�
(30)

In MB-QFL, the overall complexity is
O
�� 1

ε
+ 1

δ

�
Q log(KN) + poly(K)

�
, which offers a clear

advantage over other QFLs’ complexity of O
�

Qpoly(K) log N
ε′′

�
.

This bound is lower because the logarithmic dependence
on the dataset size and feature dimension, log(KN), grows
much more slowly than the polynomial dependence on K in
poly(K), especially when K is large.

VI. SIMULATION AND EVALUATION

We implemented MB-QFL on a quantum simulator running
locally on a classical computer. Each sequence of quantum
gates is designed using the IBM Qiskit Python library. 1 The
hardware and software specifications are detailed in Table III.

A. Simulating Multi-Qubit Broadcast Protocol and
Comparison

We simulated multi-qubit broadcast protocol by conducting
experiments with an example where S = 1 and Q = 2. This
scenario involves a three-party quantum broadcast with one
sender (A) and two receivers (B0 and B1).

To broadcast |α1〉 = 1
2 |0〉 +

√
3

2 |1〉 to two receivers, four
qubits are required. As shown in Figure 5, the following is a
three-step introduction.
Step 1: An entangled state is prepared, with qubit q2 belongs

to B0, qubit q3 belongs to B1, and qubits q0 and q1
belong to A. Then, Alice applies a unitary operation,
denoted as the “Unitary” gate in Figure 5, which is
as follows:26664

1
4

−
√

3
4

−
√

3
4

3
4√

3
4

1
4

−3
4

−
√

3
4√

3
4

−3
4

1
4

−
√

3
4

3
4

√
3

4

√
3

4
1
4

37775 (31)

Finally, a measurement is performed, and the result-
ing classical information is stored in the register
located at the bottom of Figure 5.

1https://qiskit.org/
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Fig. 6. The simulation results of broadcasting |α1〉.

Step 2: The measurement outcomes are sent to B0 and
B1. Since this is a simulated experiment, no actual
transmission is performed; the classical information
remains stored in the register at the bottom of
Figure 5.

Step 3: B0 and B1 apply appropriate unitary operations to
their respective qubits based on the received clas-
sical information. According to the matrix form of
the “Unitary” gate, an X gate is applied when the
classical bit is 1, and a Z gate is applied when the
bit is 0.

We used probability to verify the effectiveness of multi-
qubit broadcast protocol. Theoretically, both B0 and B1 should
receive the state |α1〉. Thus, the probabilities of measuring 0
and 1 are C(0) = 0.25 and C(1) = 0.75, respectively. We ran
the protocol for nshots = 6, 60, 600, 6000, and 60000 times, and
the results are shown in Figure 6(a)-(e).

In Figure 6 (a)-(e), the x-axis represents the measurement
results of the quantum circuit in Figure 5, with the outcomes
corresponding to q0, q1, q2, and q3 from bottom to top. The
y-axis represents the probability of obtaining these results. For
instance, when nshots = 6000, the probability of q2 being 0 is
calculated as P2(0) = 0.013+0.046+0.017+0.051+0.014+
0.041+0.014+0.047 = 0.243 and the probability of q3 being
0 is P3(0) = 0.013+ 0.049+ 0.017+ 0.050+ 0.014+ 0.046+
0.014 + 0.047 = 0.250. Since the sum of the probability of
getting 0 and the probability of getting 1 is 1, the errors of
obtaining 0 for B0 and B1, as well as the average error, are
displayed in Figure 6 (f). From the Figure, we can observe
that as nshots increases, the error gradually decreases. When
nshots ≥ 6000, the error is less than 0.01.

Fig. 7. The equivalent circuit of broadcasting |α1〉.

Fig. 8. The simulation result of the equivalent circuit.

Fig. 9. The simulation results of broadcasting |α2〉 and |α3〉.

The final states of q0 and q1 are both |α1〉 = 1
2 |0〉 +

√
3

2 |1〉.
Since the circuit involves classical bits, it cannot be pack-
aged into a pure quantum circuit for subsequent experiments.
Therefore, we provide the equivalent circuit of Figure 5. Based
on the principle of deferred measurement, we can change the
operation controlled by the classical bit in Figure 5 to be con-
trolled by qubits. The equivalent circuit of Figure 5 is shown
in Figure 7. The simulation result of Figure 7 is shown in
Figure 8 for nshots = 6000. We can see that the probability of q2
being 0 is P2(0) = 0.062 + 0.190 = 0.252, and the probability
of it being 1 is P2(1) = 0.187 + 0.560 = 0.747. Similarly, the
probability of q3 being 0 is P3(0) = 0.062+0.187 = 0.249, and
the probability of it being 1 is P3(1) = 0.190+0.560 = 0.750.
The error in these probabilities is less than 0.01.

Next, we respectively broadcast the 2-qubit state |α2〉 =
1
4 (
√

3|00〉 + 2
√

2|01〉 + 2|10〉 + |11〉) and the 3-qubit state
|α3〉 = 1

6 (|000〉+
√

2|001〉+ . . .+
√

7|111〉+
√

8|111〉) to two
receivers. The errors of broadcasting |α2〉 and |α3〉 are shown in
Figures 9 (a) and (b), respectively. It can be seen that as nshots

increases, the error gradually decreases. When nshots ≥ 6000,
the error is less than 0.01.

The following is a comparison of the qubit consumption
between multi-qubit broadcast protocol and existing quan-
tum broadcast protocols (M-QBP [49], P-QBP [50], L-QBP
[29]). Since existing quantum broadcast protocols can only
transmit a single qubit, Figure 10 illustrates the number of
qubits consumed for transmitting a single qubit. It is evident
that the number of qubits consumed by our protocol and
L-QBP remains consistent as the number of receivers
increases, whereas the qubit consumption of other algorithms
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Fig. 10. The comparison between multi-qubit broadcast protocol and other
quantum broadcast protocols.

is higher. However, the proposed protocol can transmit any
S-qubit quantum state, making it a more versatile and efficient
broadcast protocol.

B. Comparing MB-QFL and Centralized Learning

To evaluate the performance of MB-QFL compared to
centralized learning, we conduct simulations for a classifica-
tion task using six datasets: Dermatology, Ecoli, Iris, Zoo,
Haberman, and Land Mines [51]. The simulations consider
two scenarios: one where each client has similar data and
another where each client has entirely dissimilar data, achieved
by shuffling the dataset using “random.shuffle” operations. The
similar data setting serves as a baseline to isolate the effects of
the proposed algorithm without the confounding influence of
data heterogeneity, allowing for a clearer comparison of learn-
ing performance. In contrast, the heterogeneous data setting
reflects practical federated learning environments, where client
data is typically non-IID. Evaluating both scenarios ensures a
comprehensive assessment of the proposed method under both
idealized and realistic conditions. Experiments are conducted
separately for two clients and four clients.

Prior to the experiment, all datasets are preprocessed. For
datasets with more than two class labels, only two classes
are selected for binary classification. Since the number of
samples is relatively small, each dataset is duplicated and then
distributed among the clients.

Initially, we assume two clients in MB-QFL, splitting the
complete dataset into two parts. Federated Learning allows
clients to train the model without sharing their raw data,
achieving similar results to training on combined data. We use
classification accuracy to compare the performance of MB-
QFL against a centralized model. Experiments are conducted
on the six datasets mentioned above. Figures 11 and 12
illustrate how accuracy changes with the number of iterations.
Figures 11 illustrates the scenario where both clients use
identical datasets. As the data is similar, the accuracy curves
of the two clients remain identical throughout the training
iterations. In contrast, Figures 12 shows the case where the two
clients use dissimilar data. Due to the data heterogeneity, the
accuracy curves vary between the two clients during training.
Nevertheless, it can be observed that regardless of whether the
clients use the similar or dissimilar data, the results indicate
that the accuracy achieved by MB-QFL is nearly identical to
that of the centralized model.

Fig. 11. The comparison between MB-QFL for two clients and the centralized
model when the datasets are similar.

Fig. 12. The comparison between MB-QFL for two clients and the centralized
model when the datasets are dissimilar.

To quantify this, we calculate the error between the accuracy
of the final iteration of the centralized model and MB-QFL.
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TABLE IV

THE ERRORS BETWEEN MB-QFL FOR TWO CLIENTS AND THE CENTRAL-
IZED MODEL WHEN THE DATASETS ARE SIMILAR

Fig. 13. The comparison between MB-QFL for four clients and the centralized
model when the datasets are similar.

Tables IV and V show the errors for similar and dissimilar data
scenarios, respectively. The errors ( 1

2

P2
i=1 |Ac − A fi |) between

MB-QFL and the centralized model are less than 0.02, where
Ac represents the classification accuracy of the centralized
model, and A fi represents the classification accuracy of the
i th client. Thus, MB-QFL proves to be an effective model.

Next, we assume four clients in MB-QFL, conducting exper-
iments on the same six datasets. Figures 13 and 14 illustrate
the schematic diagram of the change in accuracy with the
number of iterations. Figure 13 illustrates the scenario where
both clients use similar datasets. As the data is the same, the
accuracy curves of the two clients remain identical throughout
the training iterations. In contrast, Figure 14 shows the case
where the two clients use dissimilar datasets. Due to the
data heterogeneity, the accuracy curves vary between the two
clients during training. Nevertheless, it can be observed that
regardless of whether the clients use the similar or dissimilar
datasets, the results demonstrate that the accuracy gap between
MB-QFL and the centralized model remains small.

Fig. 14. The comparison between MB-QFL for four clients and the centralized
model when the datasets are dissimilar.

TABLE V

THE ERRORS BETWEEN MB-QFL FOR TWO CLIENTS AND THE CENTRAL-
IZED MODEL WHEN THE DATASETS ARE DISSIMILAR

TABLE VI

THE ERRORS BETWEEN MB-QFL FOR FOUR CLIENT AND THE CENTRAL-
IZED MODEL WHEN THE DATASETS ARE SIMILAR

For four clients, we also calculate the error between the
accuracy of the last iteration of the centralized model and MB-
QFL. The two scenarios, having similar data and dissimilar
data, are shown in Tables VI and VII, It can be seen from
these tables that the errors ( 1

4

P4
i=1 |Ac−A fi |) between MB-QFL

and the central model are less than 0.04. Therefore, MB-QFL
remains an effective model.

Additionally, it is evident from Figures 11 and 13 that MB-
QFL requires fewer iterations compared to the centralized
model when each client possesses the same dataset.
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TABLE VII

THE ERRORS BETWEEN MB-QFL FOR FOUR CLIENTS AND THE CENTRAL-
IZED MODEL WHEN THE DATASETS ARE DISSIMILAR

Fig. 15. The comparison between MB-QFL and other quantum federated
learning methods when the datasets are similar.

Fig. 16. The comparison between MB-QFL and other quantum federated
learning methods when the datasets are dissimilar.

C. Comparing MB-QFL and Other QFL Algorithms

This subsection compares the accuracy of the proposed
MB-QFL with other QFLs, including DP-QFL [14], QKD-FL
[17], QHE-QFL [22], and QT-QFL [24]. In all experiments,
the number of clients is fixed at four. For QKD-QFL, the
client models are trained using classical convolutional neural
networks, while for DP-QFL, QHE-QFL, and QT-QFL, vari-
ational quantum algorithms are adopted for client-side model
training. The depth of the parameterized quantum circuits used
in all clients is set to five layers.

Figure 15 and Figure 16 present the maximum accuracy
achieved by each QFL under two scenarios: similar across
clients and dissimilar among clients, respectively. As shown
in Figure 15, when client datasets are similar, the proposed
method MB-QFL consistently outperforms other QFLs across
all datasets. Similarly, as illustrated in Figure 16, when client

TABLE VIII

SUMMARY OF QUANTUM BROADCAST PROTOCOLS IN TERMS OF THE
NUMBER OF QUBITS AND RECEIVERS

datasets are dissimilar, the proposed method MB-QFL demon-
strates superior performance on all datasets except for the Zoo
dataset.

VII. RELATED WORKS

In this section, we present related works on quantum
broadcast protocol and quantum adder.

A. Quantum Broadcast Protocol
Existing quantum broadcast protocols (QBPs) can be cat-

egorized into two distinct types: those that broadcast known
quantum states, where the amplitude is known [28], [29], and
those that broadcast unknown quantum states [52], [53]. Our
work focuses on the former—broadcasting known quantum
states.

Yu et al. proposed the Y-QBP protocol, which enables the
broadcasting of 1-qubit and 2-qubit states to two receivers
[28], [54]. In this protocol, the broadcasted information con-
sists of real numbers. Luo et al. presented two QBP algorithms
(L-QBP) designed for broadcasting real numbers and complex
numbers separately, enabling the broadcast of a 1-qubit state
to n receivers [29]. In 2022, Peng et al. proposed a protocol
P-QBP, for broadcasting complex numbers [50]. Mafi et al.
introduced M-QBP, a control QBP for 2n receivers which can
improve the security [49].

Table VIII summarizes the number of qubits and receivers in
existing QBP protocols. None of these protocols can broadcast
an arbitrary S-qubit state to Q receivers. Therefore, we present
a protocol for broadcasting an arbitrary S-qubit state to Q
receivers.

B. Quantum Adders
In quantum computing, averaging, like in classical comput-

ing, involves both addition and division. However, existing
research has primarily focused on quantum adders, leaving a
gap in the development of quantum averaging algorithms. The
first quantum adder was introduced by Vedral et al, which
implements the transformation |a, b〉 → |a, a + b〉, where |a〉
and |b〉 are quantum registers with n qubits [55]. Since then,
various quantum adders have been designed and classified into
three main types: quantum half adders, which operate on two-
digit inputs; quantum full adders, which include an additional
carry-in input; and quantum carry propagate adders, capable
of summing two N-qubit numbers [56], [57], [58], [59],
[60], [61].

In existing approaches, addends are stored in separate reg-
isters, typically limited to two addends, as seen in traditional
quantum adder (TA-QA) models. Sracic’s quantum row adder
algorithm improves efficiency by storing data in the basis
state, making it suitable for intermediate computations [62].
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However, it does not leverage superposition and parallelism,
failing to reflect the superiority of quantum algorithms. Despite
improvements, TA-QA remains inefficient when summing
values stored in superposition states due to the mixing of these
values.

To address this, a quantum adder for superposition states
(SS-QA) has been proposed, where addends are stored in basis
states. However, this method faces challenges when dealing
with information stored in amplitudes, which are crucial
in applications like quantum support vector machines and
quantum federated learning [5], [63]. Converting information
between amplitude and ground states is resource-intensive. To
our knowledge, there has been no literature addressing the
summation of information stored directly in quantum state
amplitudes. This paper proposes a quantum averaging algo-
rithm based on amplitude storage to enable efficient quantum
aggregation.

VIII. LIMITATION AND FUTURE WORK

Although MB-QFL offers significant security advantages,
it has several limitations. The algorithm is designed and
simulated under ideal conditions, while the existing quantum
environments are largely noisy. It is mainly due to the for-
mation of mixed states in multipartite entanglement, resulting
from decoherence and interactions with the environment. In
such realistic settings, quantum fidelity and entanglement
purification become critical factors affecting system perfor-
mance [64], [65]. Although our simulations assume ideal
channels, future implementations must consider the degrada-
tion of fidelity and the cost of purification, both of which
could impact the convergence and accuracy of the algorithm.
Additionally, the algorithm relies on a linear support vector
machine for client training, whereas real-world classification
tasks are often nonlinear. Finally, as discussed in Section V-A4
and illustrated in Table II, MB-QFL is vulnerable to privacy
leakage on the server side, primarily due to the use of the
quantum broadcast protocol.

To overcome the limitations, a prospective direction would
be to consider scenarios under non-ideal conditions, recogniz-
ing the challenges associated with preparing or maintaining
multipartite entangled states. MB-QFL could be enhanced
or adapted to leverage the full potential of support vec-
tor machines by incorporating nonlinear classifiers based on
kernel functions [66]. Additionally, the proposed quantum
broadcast protocol, utilizing high-dimensional entangled quan-
tum channels, could be integrated into existing QFL algorithms
to boost their efficiency. Besides, the current framework MB-
QFL assumes semi-honest clients, extending the model to
defend against fully malicious clients (e.g., poisoning attacks)
remains an open challenge. We will explore robust aggregation
methods to defend against other attacks.

IX. CONCLUSION

Existing approaches have not fully leveraged quantum
mechanics to enhance both training efficiency and security
simultaneously. In this paper, we introduce MB-QFL, which
utilizes the generalized quantum teleportation and multi-qubit

broadcast protocol for information transmission, along with a
quantum averaging method for aggregation. Security analysis
and simulation results show that MB-QFL improves algorithm
efficiency while effectively resisting eavesdropping and infer-
ence attacks. Its classification accuracy is comparable to that
of a centralized model, and it achieves the lowest complexity
among current QFL algorithms.
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